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Best multi-factor authentication service:
Cybersecurity Excellence Awards 2016

Best Identity Management Platform Award:
GSN Homeland Security Awards 2015

Best Privacy by Design innovation “ID verification” -
ACT Canada IVIE Awards 2016

Connected Home & Building Award:
loT Evolution 2016

Market leader in Payment and Banking:
ABI research 2015

Digital Payments Award “Trusted Services Hub”:
Juniper 2015
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CNoOXHO OOBACHUTb YTO Mbl Aenaem Ons
OONbLUMHCTBA...

BesonacHocTb. [0e 1 YTO OHM OenalT? He 04eBMAHO, HO MHTEPECHO. ..




PaboTaem B cpepax rge 6e30nacHOCTb — KPUTUYECKM BaXKHA
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Breach Level Index, June-2017

DATA RECORDS LOST OR STOLEN SINCE 2013
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ONLY of breaches were where and the stolen data was rendered useless.

DATA RECORDS ARE LOST OR STOLEN AT THE FOLLOWING FREQUENCY

EVERY DAY EVERY HOUR EVERY MINUTE EVERY SECOND




Breach Level Index, end of 2015

DATA RECORDS LOST OR STOLEN SINCE 2013
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ONLY > of breaches were where and the stolen data was rendered useless.

DATA RECORDS ARE LOST OR STOLEN AT THE FOLLOWING FREQUENCY

EVERY DAY EVERY HOUR EVERY MINUTE EVERY SECOND




Title

1,3 MUnNnMmMapaoB 3annucen CKOMMNPOMETUPOBaHO.
PocT 85% no cpaBHeHuto ¢ 2015

1,792 odpmumanbHO NMPU3HaAHHbLIX MHUMOEHTOB 6€30NacHOCTU
- Banet nonynapHoctn atak — Beimoratenien (MegmuuHa, QHepreTuka,
®PuHaHcbl, Putenn, TpaHcnopT v Ap. )
ATakn Ha nepcoHarnbHble AaHHble Nonb3oBaTtenen B Ternekome u Cou. CeTax
C uenbto ganbHenwmnx atak Ha ®uH. OpraHusaunn/KnmeHTtoB

52,2% crnyyaes, Korga 3akasduk He 3HaeT TOYHO, YTO yKpadeHo

Tonbko 4,2% cryyaeB NPOHUKHOBEHUSA, KOoraa AaHHble —
3awmdopoBaHbl

[Taponn HasBaHbl O4HMM U3 OCHOBHbIX 0AaKTOPOB B31TOMOB U
SBMAKTCS NpUYMHON Bornee 2/3 komnpomMmeTaunm
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asonuna [leHer
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KnmeHTtbl Pa3sutue
Ynobcteo [leHbru

[loBepue [octynHocTb
HapexHocte PenyTtauus
Digital 3awuTa

NFC Hanuunbie Cepsuchl
KapTbl



[Tapagnrma 6e30nacHOCTN SECURESREACH

MpUHATL BO3MOXHOCTb W1 E R R el el
B3JiOMa OJOCTaToO4HO.

3awumiaTth TO 4YTO
3HayYMMo, Tam rge 3To

[aHHble 3TO HOBbIN
nepumeTp.

3HaA4YNMoO

NMpumeHeHune cpeacTs
Sk Le) F-1ed; [oYoa W =K1 ]Vl Ge3onacHOCTU K JaHHbIM U
NPUSIOXKEHUSIM.

UHuuaeHTbI OyayT npoucxogntb —
NPOCTO HYXXHO ObITb NOANOTOBJIEHHbIM



Hardware Security Module zto...

X ...cneumarnbHbIn
KpuntomMoaynb...

...pa3paboTaHHbIN AN 33l UThl
KNKOYen B TEYEHUN CEro Lukna
NCMONb30BaHUA...

...XpaHunuuie kpunrtorpadmnyeckmnx
KI1HO4en...

... annaparHbIn Kpuntorpaduyeckum
npoLeccop Ans BbINONHEHUS
KpunTtorpaguiecknx anroputMmon
HeobXxoaMMbIX AN PELLEHUS. ..
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ProtectServer 2 HSM Family

* Mopenu
* ProtectServer Internal Express (PSl-e)
* ProtectServer External (PSE)

» Password Authentication

x 3arpyska ®yHKunoHasnbHbIM moayneu(FM) nossonder
BbINOMHATL KOo4 BHYTpU HSM

* [mbkne koHUrypaumm

* llnpovaniuee pacnpoctpaHeHue
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FIPS ceptudpunumpoaH u BbinonHdaet PCl DSS

FIPS 140-2 Level 3

http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-
all.htm#2434
@‘fe”et'

LEVEL 3 NON-PROPRIETARY SECURITY POLICY FOR

ProtectServer Internal Express 2 (PSI-E2)

loc. reserves the rght o make changes in the product cr ks

by Saelie, . in this document iz helsed 1o be accurate nd relanle.  However, 0o

ather nghts of third parties rsulting from &5 e,
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Bbinyck kapTel EMV

Bbinyck KapT ¢ MarHUTHOU NOMOCOU
TpaH3akuum B TepMuHanax n baHkomarax
3D Secure

[levaTtb PIN

Kritoun ang rnrartexHblx TepMnUHanoB

3awuTta TpaHsakumm B OHnanH baHknHre
Point-to-Point Encryption (P2PE)

IVR peLueHus
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[ ne Heobxoanum HSM? BaHkn 1 nnaTeXXHble CUCTEMBbI

Bbinyck KapT

[eHepaunsa knoyen angd
EMV kapTt

Co3naHue PIN
BblyncneHne CVV
[logroToBKa AaHHbIX

Switching

OpraHusaunsi NnaTexHbIX
TpaH3aKuum

[ewundpoBaHne BXoaaLNX
TpaH3aKuum

LLindppoBaHne ncxogaumx
TpaH3aKuum
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BesonacHOCTb COBPEMEHHbIX M1aTEKHBIX PEeLLIEHUN

dunHaHcoBas cdepa n Toprosns $€

« Onnata 4Yepes KOHTaKTHbIE,
OECKOHTaKTHbIE
n NFC yctponctea

« EMV kapThl

* MoburbHble bMHAHCOBLIE CEPBUCHI
« eBanking and eCommerce

* TepmuHanbsl n 6aHKoMaThI

3000: "

dnHaHCOBbIX
WHCTUTYTOB
NCMONb3yT HaLLU
pelweHns
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Выступающий
Заметки для презентации
What we do
Innovative financial services
For financial institutions wishing to offer their customers a greater variety of digital payment options, Gemalto provides innovative, tailor-made solutions. These use many different formats, systems and standards for the wallet, internet and mobile.
EMV deployment
EMV (Europay, MasterCard, Visa) is the globally recognized standard for chip-based credit and debit services via card or mobile. Offering a high degree of security, interoperability and convenience, it protects users from fraud and offers better control for providers. We support a wide range of EMV-based programs worldwide, as well as advanced authentication (DDA) systems and loyalty schemes.
Contactless and mobile
We offer next-generation dual-interface contactless devices that make payment quicker and easier – especially for low-value sums – reduce cash and create competitive advantage. To pay, people simply hold their device near a reader, even if it’s still in their wallet. 
We’re also behind the security in many of the world’s most widely used mobile payment solutions. And as a provider of Trusted Service Manager platforms we enable banks, mobile network operators and service providers to deploy secure and seamless payment and loyalty solutions. 
eBanking and eCommerce 
Financial services are moving online with increasing urgency as users demand more control, convenience and security. In fact, online banking, using PCs, tablets and smartphones, is quickly becoming a significant and natural part of our everyday lives. By reinforcing their eBanking offer across all channels, our clients not only increase customer loyalty and usage; they are also better armed to deal with competitors and potential threats. Our strong authentication and transaction-signing solutions provide secure access to home and mobile banking services, retail and corporate bank networks and eCommerce sites.
Experienced support services
Our worldwide presence means we can serve our clients locally with consultancy and authentication servers, design, artwork, secure personalization, production, issuance, integration and hosted authentication, as well as distribution and fulfillment. 
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HSM obecneunBaet 6€30nacHOCTL Bbinycka 6aHKOBCKMX 1 SIM
KapT.
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Konunyectso
COTPYOHVKOB B
Mupe

12,000

/w-mld/?gqardhal!
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LleHTpbl 3

nccnenoBaHui

1 pa3paboTku 8 5
S0 110+

Mponssoact
BEHHbIX
nnoLwazgok

15

pronit-tagrus-gammacard
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CTtpaH npucytcteusa

44,
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[Mporpamma 3ameHbl ProtectServer "

* ProtectServer GOLD ORANGE » CneuwnanbHble ycriosma ang

npnobpeteHna ProtectServer 2
HE NOANEPXUBAKTCAH C 2017




Peakumns korga Bce Takm YTO-TO MOLUSIO He TaK...
OTHECUTECb noXxanyucra ¢ HMOPOM

B utore — Bce xopowo. Mkl 3Haem 4YTO genartb.
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Mbl v napTHepbl BcCeraa

OKaXkeM roaaepKKy.
3HaeM, YMEEM, NPaKTUKYEM.

Ho... Hawa 3agadva — npegoTBpalleHne
yrpo3. [loxanyucra, ncnonb3yurte
AKTyanbHble pelleHuUs!

Jemaio
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